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* Important information

Non-standard features, which you can purchase in addition to the
standard version of Netviewer, are marked with an asterisk (*) in the
user manual. Please do not hesitate to contact your Netviewer
representative should you be interested in these.
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Setting up Netviewer

System requirements

The following is required for the Master and Host programs:

e A computer with Windows ME, Windows NT4, Windows 2000,
Windows 2003, or Windows XP (64-bit operating systems
currently not supported).

e Internet access (can be through proxy) with any browser

e Processor speed at least 300 MHz

e At least 64 MB RAM

Installing the Host program

Open up the zip archive (Netviewer_ra_EN.zip). This contains two .exe
files:

e Netviewer remote admin Master program
(NV_ra_Master_EN.exe): Use this program to connect to
one of your remote Hosts.

¢ Netviewer remote admin Host setup program
(NV_ra_HostSetup_EN.exe): This setup program installs
the remote Host program as a Windows system service. This
means that the remote Host program is started when Windows
boots and Host access is possible at any time.

Running Netviewer remote admin 3.0 under Windows Server 2003
requires Service Pack 1.

You need local administrator rights to set up a Netviewer remote Host
on the target PC. These are not required for subsequent operations.

For installation as a Windows system service a setup program for the
Host is required (NV_ra_HostSetup_EN.exe).

1. Unpack this file on the target computer.

2. Start the setup program with a double-click and follow the
installation instructions.

3. Click on Next.
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42 Netviewer RemoteHost @

Wielcome to Metviewer RemoteH ozt Setup program. This pragrani
will install Metviewer RemateHost on pour computer.

It iz strongly recommended that you exit all Windows programs
before running this Setup Program.

Click Cancel to quit Setup and close any programs you have
unning. Click Nest to continue with the Setup program.

WARNING: Thiz program is pratected by copuright law and
international treaties.

o
[H]
=
LH]
=
>
]
[H)
=

Unauthorized repraduction or distribution of thiz program, ar any
portion of it, may result in severe civil and criminal penalties, and
will be prozecuted to the maximum extent possible under law.

Cancel

4. After reading through the general terms and conditions, place a
tick mark in front of | accept the conditions of the licence
agreement and confirm by clicking on Next.

#2 Netviewer RemoteHost rz|

@ netviewer

Licence agreements

Licence Agreement - Metviewer Software and Provision of Server Access -

Article 1 Scope of licence

1. Thiz licence agreement iz between Metviewer GmbH and the user [hereafter referred to as
"End Uszer"] of one of the software programs [hereafter: "the Software'), including
documentation, provided by Metviewer GmbH on a continuous basis and on servers provided
by Metviewer GrmbH [hereafter: "Metviewer Servers'); this licence agreement is applicable
regardless of whether the End User acquired the Software:

a] directly fram Netviewsr GmbH, or ¥

(* || accept the conditions of the licence agreement.

i | do not accept the conditions of the licence agreement.

< Back | Mext » Cancel

5. Please enter your access data (licence information) here. This
is contained in the e-mail sent to you by Netviewer. This dialog
box will either request your password or—if your contract
includes an identifier—your identifier and password.
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42 Netviewer, remote Host rg|

Licence data o
C} netviewer

Save licence data to the host computer

Fleasze enter the licence data [password or password and uzer name] supplied to vou by Metviewer.

Host identifier |nvadmin

Password: | *******

< Back | Mest > | Cancel

You also have to define a key phrase. This is saved on this Host
only and is essential for later remote access to this target
computer. You are free to choose your own key phrase. Accept
your entry by clicking on Next.

X
@ netviewer

42 Netviewer remote Host

Key data

Save key phraze to the host computer

Pleaze enter the freely definable key phraze here.
The master requires the key phraze to set up a remote connection to the hast.

Keyphraze: [
[min. 8 characters)

< Back | Mext » | Cancel

Enter your local proxy settings here if you use a proxy server
to access the Internet. If you don't know the proxy data,
please contact your system administrator. Please enter the
proxy address (DNS name or IP address) and the proxy port
(generally 3128 or 8080). If you do not use a proxy server,
simply leave the input fields empty. To accept the data click on
Next.
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42 Netviewer RemoteHost r$__<|
@ netviewer

If pour intermet connection requires a pro=y server, please specify itz name and port number.
If pou do not know these data please ask wour system adminiztrator.

Proxy zettings

Entry of prosy settings

Leave the fields empty if you do not use a proxy server.

Prosy: |

Part: |

< Back Cancel

8. You can either choose a different target directory for the
installation of the Netviewer remote Host program or you can
accept the standard setting (c:\program files\Netviewer).
Accept your entry by clicking on Next.

42 Netviewer RemoteHost

X
@ netviewer

Destination Location

Setup will install Metviewer RemoteHast in the Follawing Falder.
Tainstall into a different folder, click Browse, and select another folder.

You can chooze not to install Metviewer RemoteHast by clicking Cancel to exit Setup.

Destination Folder

C:\ProgrammeiMetviewer Browse...

< Back Cancel

9. If the information entered in the preceding dialog boxes was
correct then you can start the installation by clicking on Next.
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42 Netviewer RemoteHost [$__<|

@ netviewer

Start Installation

“Y'ou are now ready ko install Metviewer RemoteHost,

Click the Mext button ta begin the installation or the Back buttan to reenter the installation
information.

< Back Cancel

10. The installation was finished successfully. Now you can take a
look at the document “First Steps”.

e Do this by placing a tick mark in front of Show First Steps and
confirm your entry with a click on Next.

42 Netviewer RemoteHost [$__<|

@ netviewer

End Installation

Metviewer RemoteHost was installed successully,

The Netviewer RemoteHaost service will be started on your system.
Far a short introduction to Netviewer RemoteHost please set a check mark in the box.

Click "Finish" to exit this installation and to start the Netviewsr Remate service.

[~ Show first steps

Cancel

After the successful installation as a Windows service, the Netviewer
remote Host icon is displayed in the system tray. The remote Host
program now connects to the Netviewer server.

If the information you provided during the setup routine is correct,
then the status Activating will be selected in the icon’s context menu.

If the information you entered was incomplete (e.g. the system
requires a proxy server for Internet access) then you will be requested
to enter the missing information automatically. Your Netviewer Host is
now fully configured.
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With the use of the suitable Master program and appropriate access
data (key phrase), you have access to the host PC.

Remote host operating states

A remote Host has three possible operating states. Operating state can
be controlled on the Host computer through the icon's context menu in
the system tray.

e Active: The remote Host is active and a remote Master can
establish an immediate connection at any time. In this state, a
constant connection is maintained to the Netviewer connection
server and the communication server.

e Paused: When paused, the Netviewer connection server only
is informed after lengthy intervals about the availability of the
remote Host. This long interval reduces the amount and
frequency of data traffic generated by the remote Host.
However, a connection to this host can only be established
after reactivation by a local user or a remote Master.

e Stopped: In the stopped state, the remote Host is running but
there is no communication to/from Netviewer servers. A
connection cannot be established by a remote Master.

Configuring the remote Host

Access the extended settings dialogue by right-clicking on the Host
icon and selecting Settings.

If a host is installed as a service on a terminal server, then some of the
options in the dialog Remote host settings will be hidden because they

are irrelevant to terminal servers.

The Settings tab lists current status information about the remote
Host.
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(% netviewer | Remote Host Settings

l Frosy ] K.ey phraze | Log on data | Time administration

[ i Current installed host zettings

Computer alias:

Current status of host: Active
Ping relay server:; Ewem 10 zecondsz

Current connection server; netviewer-231.com

Authorization: Ilzer name [nvadmin)

Metwork address: 10.88.285.1594
Contract number: 45197
Remote Host Yerzion: 300926

Cancel

The Proxy tab enables the proxy server to be defined and
authentication data to be entered.

(% netviewer | Remote Host Settings

Settings l key phraze | Log on data | Time administration
% Proxy configuration:
Address: |

[ Proxy authentication

[ Integrated ‘Windows authentication
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The Key phrase tab allows a change of key phrase for this remote
Host.

This will cause the key phrase to be changed. When establishing a
connection to this remote Host the next time, this new key phrase
must be entered on the masters side to be able to establish the
connection.

(% netviewer | Remote Host Settings

Settings] Priowy Log on data | Time administration

(8% Host key phrase
U The secret key enables connections to be establizhed
ko this remate host.

To change the secret key vou first have, to enter,

the former secret key.

Then vou can defing a new one. This new zecret ke
then haz to be confirmed. [at least 8 digits]

Current key phraze:

Cancel
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The Log on data tab enables changes to the licence data used by the
Host program, in case a new licence password is required or if the Host
is to be assigned to a different user.

(% netviewer | Remote Host Settings

Settings] Priowy ] K.ep phraze Time administratian]

Host license data:
W Inzerting vour licence data [passwaord and uzer name)

will zpecify the affiliation of thiz remote host
ta the respective remote licence.

T o modify the licence data currently uzed for this host
wal firgt have to enter the old pazsword and then
the new pazsword. The new paszwaord has to be confirmed subzequentiy.

Ilzer name:

Current password:

Cancel
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The Time administration tab enables you to deactivate and reactivate
the remote Host according to time.

Please observe that the option Stop service will terminate the remote

Host system service and a time-controlled reactivation will not be
possible.

(% netviewer | Remote Host Settings

Settings] Prouy ] Eey phraze | Log on data | Time adminiztration |

( V@ Fenod host activity:
g

[ Timing activated

Pavse zervice

| Activate service

Cancel

Uninstalling the Host program

1. Open the install directory of Netviewer remote admin on the
Host computer (default: C:\Program files\Netviewer\<Contract
no=).

2. Start the application UNWISE and follow the instructions of the
wizard for uninstalling Netviewer.

Uninstalling the Host program requires admin rights on the Host
computer.
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Establishing a session with
Netviewer

Please save your Master program (NV_ra_Master EN.exe) to a
dedicated folder (e.g. "c:\program files\Netviewer") on the computer
from which the Host computer is going to be remotely controlled. A
quick and easy way to start Netviewer is with a shortcut that you can
place on your desktop. The Master is now ready for use.

1. Start the Netviewer remote admin Master program on your
computer  (NV_ra_Master_DE.exe). No installation or
configuration is necessary.

2. Enter your login data to authenticate yourself in the Login
dialog (usually user name and password).

@ netviewer

remote admin

Remote Master Login

ser name:!

Invadmin

Password;

I*******l

[~ save login data

K

(1) Exit

In the login dialog, select the option Save login data to save your user
name and password locally on your computer. The next time you start
Netviewer, your user name and password will be entered on the login
form and you must only confirm by clicking on OK.

If you use this option, you must be certain that no unauthorized
persons will have access to your computer and therefore to Netviewer.

After you log in, the start dialog will open. From here you can start
computer administration and access Netviewer's administrative tools.

3. Click on Start session to gain access to computer
administration.
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The computer administration shows all Host computers associated with
your contract / your user (for further information about computer
administration see section “Computer Administration™).

(G netviewer | Computerverwaltung P 6
\gg\.l‘))(xb;jl_?,)’§|) Wertrag [ 10007 T
5 o4 RemoteHosts Hame [ Alias [ Status [P [MvVersion | WindowsVersion | Letate Aktivitat [

-y lunsartien) &) Paliik

- Patrk ) BATANIDES Speedy Dffine A710223170 210800 Win2000 22122008
2 BRULL Offine 217110223170 220800 Win2000 19122008
& CHaNG Wird deaktiviert 27110223170 21.0.800 WinZ000 05.01.2008
& CHEKOV Dffne 85115934 21.0.800 Winz000 07.02200613.25.49
& DOUGHERTY Inge's Fiechner Dffine 85115.934 220804 WinZ000 07.02.2006 130114
& ENES Host widbeendel  217.110223170  21.0.800 WinixP 28.11.2008
& NATIRA Dfflne 21710223170 220800 WinZ000 04.01.2008
2 OeeTt Dffine 85115.934 220800 WinZ000 07.02.2006 09,1730
SIAREK WP Offine 85115.934 220,804 WiredP 07.02.2006 17:50:26
L] Dfflne 85115934 220800 WinNT4 23.01.2008
suw Verbunden 85115.934 210800 WinNT4 07.02.2006 17:50.05
& TAKAR Offine 85115934 2.20.800 WinNT4 06.02.2006 16:17.03
i THRAX Dfflne 85115934 220808 WinZ000 31.01.2008
L] Dffine 85115334 220,800 Winds 01.022006

1 eigener Grdner \(unsumert) Enthalt 15 Objekte Modus: editierbar

4. In the list, mark an active Host PC which you wish to connect
to. Click on the Connect button to establish a remote-control
connection.

5. Enter the key phrase for this remote Host into the Key phrase
dialog. Confirm with OK to connect to the Host PC.

(% netviewer | Remote key phrase

Connecting to Hozt THEI [85.115.9.34]
Enter the key phrase here.

shoeokskokok

K.ey code |
[ Dizplay in plain bext

Cancel

If you have access to several different profiles for starting a session,
you can select the desired profile in the next dialog.

O

netviewer

remote admin

Start Netviewer

@ Start session with external profile

@ Start session with inkernal prafile
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e Click on the desired option, for example: Start Netviewer with
profile XY.

If you have access to only the standard profile, the connection to the
Host will be established immediately after you enter the key phrase.

The Mini-panel then appears at the right of the screen. It displays the
name of the Host computer with which you are establishing a
connection.

As soon as the connection exists between Host and Master, you will see
the contents of the Host computer’s screen in the red-bordered
Netviewer window. The clip for extending the Netviewer control panel
appears at the right edge of the screen.

On the Host computer, the Mini-panel appears on the right edge of the
screen; the user at the Host computer can use it to open the control
panel.

Screen view of the target PC

Once the connection is established, the Netviewer window displays the
selected host’s screen contents.
The following views may be displayed:

e A user is currently logged on to the Host: The view in the
Netviewer window is black. The current user of the target PC
must explicitly permit access to you. To do this, the user at the
target PC has to click on “Yes” in the appearing dialog box.

e The target PC is locked: You can see the entire screen, but
you have to revoke the lock first. This is done by entering the
Windows login data of the user who locked the PC, or by using
a local administrator login.

e The target PC is logged off: You see the local Windows login
dialog. Please login by activating the account of a local user or
administrator. The user is then logged in to the host and the
Netviewer remote service carries out a renewed initialisation.

You now have full remote control rights over the target computer and
can operate it just as if you were sat right in front of it.
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Computer Administration

The computer administration tool on the remote master lists all
inactive and all active remote Host systems that the Master is
permitted to access. Additionally, information is displayed about the
current status and other information about each Host.

The computer administration lets you use folders to logically group
Host PCs (e.g. according to location, division, or use).

|‘,;§|.!’XM.J‘7,}¢,|. Werag | 10002 >
1 g% RemoteHosts Name [ Alizs [ Status [P [ NvVersion [ WindowsVersion | Letete Akifvitat [
=} @ [unsortiert) [ Patik
+i0 Patic £ BATANIDES Speedy Offine 27010223170 21.0800 Win2000 22.12.2005
& BRULL Dffine 217110223170 220800 Win2000 19.12.2005
& CHANG wird deakiviert 217110223170 21.0800 Win2000 06.01.2006
) CHEKDY Dffine: 85115934 21.0800 Win2000 07.02.2006 13 25.43
) DOUGHERTY Ingo's Rechner Dffine: 85115934 220804 Win2000 07.02.2006 1301:14
S ENEG Hostwidbeendet ~ 217.110.223170  21.0800 WinkP 28.11.2005
& NATIRA Dffine: 217110223170 220800 Win2000 04.01.2008
& 0cETT Dffine: 85.115.9.34 220800 Win2000 07.02.2008 08:17:30
‘ ®P Dffine: 85.115.9.34 220804 WinkP 07.02.2008 17.50:26
Dffine: 85.115.9.34 220800 WinkT4 23.01.2008
2suw Verbunden 85.116.9.34 21.0800 WinkT4 07.02.2008 17.50:05
5 TaKeR Dffine: 85.116.9.34 22.0800 WinkT4 06.02 2008 16:17:03
5 THRA Dffine: 85115.9.34 220804 Win2000 91.01.2008
e Dffine: 65.115.9.34 220800 Windg 01,02 2006

1 eigener Ordner (unsortiert) Erthalt 15 Objekte odus: editierbar

Editing rights

The remote Master requires editing rights to be able to make changes
in the Computer management. Furthermore, the remote Master must
hold the role ,Netviewer remote Admin®, if you are using the Netviewer
User administration.

Editing rights are automatically assigned to the first authorised remote
Master that logs in. This Master retains the rights until these are
explicitly returned to the system. Only then can another logged in
remote Master request these editing rights.

The editing rights icon reflects the current status and is also used to
request and give back editing rights.

L This remote Master has editing rights.

'“‘.ﬂ Clicking on the symbol returns the editing rights.

= This remote Master does not currently have editing rights.

"\..d Clicking on the symbol requests the editing rights, which are assigned
if possible.

Editing options

Create new folders or subfolders and name them as you please.

Move remote Host symbols or folders by drag&drop or use the cut and
paste buttons.

Delete marked Hosts or folders as necessary.

Changes in the Computer management are only globally effective after
being saved.

0l dREE IR
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Operating state and connection options:

With a right-click on a remote Host, its associated context menu is
displayed. The context menu can be used to change the operating
state of the selected remote Host:

Start Connects to an active Host.

Pause Host An active Host will be paused.

Stop Host An active or paused Host will be stopped. No more
connections can be made to this Host.

Edit alias This can be used to define a text description for each
remote Host system.

Hosts that are new to the system are automatically listed in the
unsorted folder. This folder cannot be altered.

Terminal server support

Netviewer remote supports Windows terminal servers which—even
outside of a network— provides you with the following options:

e Enter an RDP session as initiated by another computer.

e Use Netviewer to start an RDP session and establish a remote

connection.
e Use the RDP session and remote connection to view the
console.

Extended Computer Administration for terminal servers

If a Host program belonging to your licence is installed on a terminal
server, then this server appears in the usual manner in the Computer
Administration. A new terminal server that is recognised is placed in
the Unsorted folder.

To be able to make use of the additional functions, the Computer
Administration provides an extended view for terminal servers.
Highlight the terminal server in the Computer Administration. In the
lower portion of the Computer Administration a list of RDP sessions
that are running on the terminal server are displayed.

The session on the console (top RDP session) can be disconnected, but
it cannot be logged-off or removed from the list.

NETVIEWER REMOTE ADMIN 18




(8 netviewer | Computer administration

frz =

[=] (‘a‘d Metviewer Remote Host Name

[ aliss [ status [P [ M version | Windows version | Last activiy

{3 (unsorted) 2ELM
B4 ServerEU
[E=]:]
[ EUZ
£ EU3
B ServerUS
L3 Us1
Lous2

Ativated 85.115.9.34 220800 ‘win20035erver 24.05.2006 11:03:24

RDP session [ RDP status

[ Mvstatus | Username [ Domain [ RDP cliert name | RDP SessioniD_| ADP message |

FDP-Tepi & [Conscle) Active
Starting new FIDP session.

Irstructed ina ELIM RURIGAN (ELIM) i} oK

12 o folders

EU1 Corkains 1 object Mode: editable netviewer-s5, com

RDP session list

The service on the terminal server console delivers the session
information in the list directly to Netviewer remote.

RDP session

Description of the RDP session

RDP status

RDP session status (active, disconnected)

NV status

Status of the Netviewer remote connection (ready,
instructed, started, retrieved.

User name

Windows user name of the user who initiated the RDP
session. This is stored to enable a renewed login to the
terminal server after a session is disconnected. Default
value in the console session.

Domain

Windows domain name of the user who initiated the RDP
session. This is stored to enable a renewed login to the
terminal server after a session is disconnected. Default
value in the console session.

RDP client name

Name of the computer that instructed the RDP session. If
the RDP session was established by Netviewer, the name of
the terminal server running the RDP session appears in
brackets.

RDP SessionlD

ID of the RDP session

RDP message

Messages from the terminal server

Managing RDP sessions

Start new RDP session

1. To start a new RDP session (without remote connection), use a
right-mouse click on Start new RDP session.. to open the

context me

nu.

2. Select New RDP session here. The list displays a new line for
the instructed session. Once the session is established, the RDP
status changes to active.

NETVIEWER REMOTE ADM
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ROF zezzion I RODF status

ROP-Tep#18 [Conzole) Active
Starting new RDP jeaesiss

[ start

Mew RDP session

Managing running RDP sessions

Running RDP sessions, whether they were started by Netviewer
remote, from within the network by an RDP client, or by a web client,
can be disconnected or logged-off with the Computer Administration
(not possible during console sessions).

RDF zezzion I RODF status
MHew [Conzole] Disconnected

Starting r [ start

Disconneck RO Session

Logoff R Session

Disconnect RDP session

e Open the context menu with a right-click on the running RDP
session and select Disconnect RDP session.

The RD session then changes its status to Disconnected, i.e. it is not
logged off (terminated), but merely disconnected.

Because Netviewer stores the login data, the session can be
reactivated at any time with New RDP session in the context menu. A
requirement for this is that the terminal server is still available.

Logoff RDP session

e Open the context menu with a right-click on the running RDP
session and select Logoff RD session.

The RDP session is logged off now and removed from the list.

Starting a remote connection with an RDP session

You have remote access to any running RDP session, whether it was
started by yourself or anybody else. It is also possible to start the
remote connection at the same time as a new RDP session.

Establishing a remote connection on a running RDP session

e In the Computer Administration, open the context menu with a
right-click on the running RDP session and select Start.
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Alternatively, mark the RDP session and use the Connect
button in the tool bar above.

The Master now establishes a remote connection to this RDP session.
As soon as the remote connection has been established, the NV status
switches to Started and the Netviewer window is displayed showing the
terminal server screen.

If you disconnect the Netviewer remote connection, an RDP session
that was started from a different system will continue to run. RDP
sessions that you started yourself will be logged off.

Starting RDP sessions and remote connection together

e Double click on Start new RDP session.... Alternatively, click
with the right-hand mouse button on Start new RDP session...
and select Start from the context menu.

A new RDP session is started and, once activated, a Netviewer remote
connection to the session is established.

If you terminate the remote connection, then the RDP session is
terminated as well.
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Functions for the Master

Session tray

The Session tray in the control panel offers the Master the following
information and functions:

e name of the Host computer

e IP address of the Host computer

e Windows users who are signed on to the Host computer

e session status: status of the Host

e Profile name: Name of the profile currently in use.

¥ Session

Cornpuker: THEI

IP address: 85.115.9.34
Lser: Smith

Session stakus: Started

Profile name: Standard profile

The Netviewer window

The Netviewer menu, Quality corner, the Host computer's name, and
various icons are located in the upper left of the Netviewer window title
bar. The Actions menu provides access to still more functions.

(S netviewer v | @ THEL W p=ow Cf_Xe k]
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The Netviewer menu

Here you have access to settings that control how the Netviewer
window is presented.

' (% netviewer « ' @ THEL W E=m
Display
v Z00m
AukoScroll

Transfer mode

Standard maode with aukomatic colour depth adjustment

Reduced 256-colour mode

v Speed optimised mode

Display

Zoom

The Zoom function is active by default; Netviewer adjusts the Host's
screen to the size of the Netviewer window. The contents of the screen
are enlarged or reduced so they fit in their entirety inside the window.
For a 1:1 view of the screen, turn the Zoom function off in the menu.

Autoscroll

The Autoscroll function is used when the transferred screen is shown in
1:1 scale (Zoom switched off). In this case, the screen may need more
room than the Netviewer window provides.

When you activate Autoscroll, you will not need to use scrollbars to
scroll through the Netviewer window; instead, simply move your
mouse in the desired direction.

Autoscroll will work only when Zoom is switched off, because otherwise
no scrollbars are necessary.

Transfer mode

The transfer mode determines the color depth in which the transferred
screen will be shown on the Master's computer. The transfer mode
influences the following factors:
e Speed of transfer: How long does it take for the screen to be
completely visible on the other side?
e Transfer quality: How rich in details and true to the original is
the depiction of the transferred screen?

Transfer mode Description

Reduced 256-color mode The transferred color depth is limited to 256
colors. This mode enables rapid transfer but
details are significantly reduced.
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Standard mode with automatic The transferred color depth adjusts to the
color depth adjustment connection speed. Screen contents are
initially transferred in reduced color depth,
but as soon as no more changes take place,
the color depth will be increased to true color
quality.

Speed optimised mode The quality of transferred screen contents is
high at all times. An intelligent process
initially compresses the screen contents in
order to ensure a high transfer speed. As
soon as no additional changes take place,
quality is maximized.

Quality Corner

Quality corner displays the progress of screen transmission.

Filled with green | Screen transmission complete and in highest possible
quality.

White striped Screen transmission with reduced color depth/quality

Gray Screen transmission incomplete.

Symbols in the Netviewer window

Remote control is active

Data transfer is active

Keyboard and mouse on the target computer are locked

Monitor on the target computer is locked

Switch to full-screen mode.

CEORG

Actions menu

The Actions menu enables control commands/keyboard commands to
be sent to the remote computer and offers the File transfer Explorer.

Keyboard

Clicking on the appropriate keyboard-combination in the menu will
activate the corresponding command on the Host computer.

Tools

The file-transfer Explorer is opened. Refer to the chapter titled "File-
transfer Explorer"” for more information.

Host mode

This option allows mouse, keyboard and monitor to be locked.
This causes a wait screen to be displayed locally on the remote Host
monitor.
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Full-screen mode

Netviewer depicts the transferred screen as a full-size image on your
screen. This lets you view the remote computer as if it were your own
(assuming equal screen resolution).

e To activate full-screen mode, click on the Full-screen mode
button in the frame of the Netviewer window.

Full-screen bar (flap)

In full-screen mode you can control the most important session
functions through the full-screen bar.

After a few seconds, the full-screen bar folds in and is no longer visible.
To fold it open move your mouse to the center/top edge of the screen.

(% netviewer = iy S0 808

Check screen transfer progress (see page 24).

Activate or deactivate pinning of the full-screen mode bar. If the bar is
pinned, it will stay on top.

Extend and retract Control panel

Minimize the Netviewer window so it is visible only in the taskbar.

Reduce the Netviewer window (switch back to normal window view).

BEDE Ho

Exit the Netviewer session.

File-transfer Explorer

File-transfer Explorer helps you exchange files between Host and
Master. Using an interface similar to Windows Explorer, you can easily
distribute files to Host computers, update program directories, and
perform other tasks.

e To open File-transfer Explorer, select File-transfer Explorer in
the Actions menu.

The window is divided into three areas:
e The upper area shows the Host computer’s File Explorer.
e The centre area shows the Master computer’s File Explorer.
e The lower area shows protocol and status information.
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File Explorer on the

that you know from Windows Explorer.

Host and Master provide the same basic functions

Go back to the previously opened directory.

Go forward once again to the next directory.

Go to the directory at the next-highest level.

Create a new directory in the currently opened directory.

Delete the currently selected item (file or directory).

Refresh the view.

Switch between various ways of viewing the items contained in the
directory (with or without details, as a list, as icons).

Transfer selected item(s) from the Host computer to the currently
opened directory on the Master computer.

» @ Bla XL 0oo

Transfer selected item(s) from the Master computer to the currently
opened directory on the Host computer.

Transferring files to the Host

1. In the centre area of File-transfer Explorer open the directory
on the Master computer that contains the files you wish to
transfer.

2. Select the files.

3. Click on Upload.
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Transferring files from Host to Master

1. In the upper area of File-transfer Explorer open the directory
on the Host computer that contains the files you wish to
transfer.

Select the files.

3. Click on Download.

N

Switching Windows users

While working on the Master computer it is possible to change Windows
users on the Host computer in order to receive additional rights (such
as administrator rights) on the Host computer.

The additional rights will take effect only in File-transfer Explorer. The
user’s rights will not be changed on the Host computer itself.

1. Click on Change user.
2. In the dialog of the same name, select Another user, enter the
relevant sign-on data, and confirm.

5 netviewer | File-transfer user rights

Here wou can change the Windows user at the Host computer ko
change the access rights in the File-transfer Explarer,

" Currently logged-on user

% Another user

Damain IDOMP.IN

User name: I.ﬁ.dministratnr

Passl.l'l.lljrlj: I*************l

| Ik I Zancel

e To change the rights back to their original state, select the
option Currently logged-on user in the dialog Change Windows
user.

File transfer per Drag & Drop

To transfer files between Host and Master, you can use the drag & drop
file-transfer feature. Simply drag the desired files from the Netviewer
window and into the Netviewer window.

Arrange your screen in a way that facilitates access to the file
administration system (such as the desktop, Windows Explorer, or the
working area) on both your screen and the transferred screen.
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Transferring a file from the Host to your own computer

e Select the desired file in the Netviewer window, hold the mouse
button depressed, and drag the file from the Netviewer window
and into your file administration system or desktop.

Transferring a file from your computer to the Host

e Select the desired file in your file administration system or on
your desktop, hold the mouse button depressed, and drag the
file into the Netviewer window. Allow the file to drop into the
Host's file administration system or onto his desktop.

System information tray

The System information tray is a quick and easy way to gain access to
the Host computer’s system information.

If no users are signed on to the Host computer, system information will
be displayed immediately. If a user is signed on, you must first request
to receive system information.

1. Click on the blue link in the System information tray to request

this information from the Host. The Host then receives a query
that he must acknowledge.
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(% netviewer | System information

The Following information will be sent to the consulkant,
Do wou wish bo permit this?

Operating system
=l Processor

IntellR) Celeron{R) M processor 1.605GHz
w56 Family 6 Model 13 Skepping &
Memory

[=] Bios

Phoenix - AwardBIOS w&,00PG Phoenix - AwardBI0, .
Type: AT/AT COMPATIELE
Date: 11/04/05

Metwork
Internet Explorer

2. Once the Host has acknowledged the query, you will see the
available information (such as operating system, memory, and
Internet connection) in the System information tray.

w* System information
Operating system j
= Processor

IntelR) Pentium(R) O CPU 3.00GEHz
*36 Family 15 Model & Stepping 4
Memory

[=] Bios

Samard Madular BIOS b, 00PG
Type: AT/AT COMPATIELE
Date: 10/25/05

Network

Internet Explorer

Whiteboard *

The Whiteboard function enables you to edit the Netviewer window and
save the view as a screenshot.

1. Open the Whiteboard tray..

* Whiteboard
o &£ ¢ & 01 O &
@ Reset Whiteboard

lH E Save
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2. Select the desired tool.
3. Use the selected tool to draw or make marks in the Netviewer

window.

When your mouse button is depressed this tool produces a laser pointer
on the other person’s screen at the selected location.

Produces a thin line when you drag your mouse with the mouse button
depressed.

Produces a medium-thick line when you drag your mouse with the
mouse button depressed.

Produces a thick line when you drag your mouse with the mouse button
depressed.

Draws a rectangle when you drag your mouse with the mouse button
depressed.

Draws a circle/oval when you drag your mouse with the mouse button
depressed.

Erases drawings and marks in the Netviewer window.

K< O 0ON KK e

Erases the drawings.

This variation of the Whiteboard is nonpermanent. Since these
functions insert drawings on-the-fly, the drawings will not be
permanent. For instance, if the other person opens a new window that
covers your drawings, the drawings will be lost.

Saving the Whiteboard

To save the current Whiteboard (screen view and markers), click on
the icon Save or Save as. You can save the image as a bitmap (.bmp)
or JPEG (.jpg) file.

Lg Saves the image under the previously selected name. The first time
the image is saved, the Windows Save as dialog will appear.

EI Opens the Save as dialog so you can save the image under a new
name.

The user on the Host cannot draw, but he or she can save the
Whiteboard, clear the drawing surface, and revoke the Master’s right to
draw.

Shortcuts

Transferring keyboard shortcuts (key combinations such as [Ctrl]] +
[AD) is generally possible when remote control is activated.

The following keyboard shortcuts are available immediately:

Shortcut Description
[Ctrl] + [C] Copy
[Ctr] + [X] Cut
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[CtrI] + [V] Paste

[CtrI] + [A] Select all

[CtrI] + [S] Save

[CtrI] + [N] Open new window
[CtrI] + [O] Open

[Ctrl] + [P] Print

[CtrI] + [Z] Undo

[Ctrl] + [Tab]

Switch between Windows in a program
(counterclockwise with shift)

[Ctrl] + [F4]

Close current subprogram

[CtrI] + [Posl1]

Move to beginning of a document

[Ctr]] + [End]

Move to end of a document

[CtrI] + [Insert]

Copy

[Alt] + underlined letter in
menu name

Retrieve menu item

[Alt] + [Space key]

System menu of the active window

[Alt] + [Space key] + [X]

Maximize window

[Alt] + [Space key] + [N]

Minimize window

[Alt] + [Space key] + [W]

Restore window

[AIt] + [-]

System menu of the current sub window

[Alt] + [Down arrow]

Open selection menu

[Alt] + [PrtScn]

Screenshot of active window

[Shift] + [Insert]

Paste

[Shift] + [Tab key]

Backwards through options

[Shift] + [F10]

Open context menu

[Shift] + [Delete]

Delete permanently

[PrtScn]

Screenshot of entire screen

[F1] + [Shift]

Display direct help

Some shortcuts act not on the Host computer, but instead locally on
the Master computer and for this reason Netviewer supports the
following modified shortcuts:

Windows shortcut Netviewer shortcut | Description
[Windows key] + [E] [CtrI]+[AlIt]+[E] Explorer

[Windows key] + [R] [CtrI]+[AlIt]+[R] Run

[Windows key] + [D] [CtrI]+[Alt]+[D] Show desktop
[Windows key] + [F] [CtrI]+[AlIt]+[F] Search for file
[Windows key] + [M] [Ctri]+[Alt]+[M] Minimize all windows
[Windows key] + [Pause] [Ctri]+[Alt]+[Pause] System properties
[Windows key] +[Tab key] [Ctri]+[Alt]+[Tab key] | Change task
[Windows key] + [F1] [Ctri]+[AIt]+[F1] Windows help
[Windows key] = [Ctri]+[Shift]+[W] Display start menu
[CtrI] + [Esc]

[Strg]+[Alt]+[Del] [Strg]l+[Alt]+[Insert] | Open task manager
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[Alt] + [Esc] [CtrI]+[AIt]+[] Switch between
running tasks (with
[Shift] to the left)

[Alt] + [F4] [Ctri]+[AlIt]+[F4] Cancel application or
Windows

[Alt] + [Tab], [AIt]+[], Show and switch

[Alt] + [Tab] + [Shift] [Alt]+[N]+[Shift] between running
tasks (with additional
[Shift] to the left)

- [CtrI]+[AIt]+[S] Multi-monitor support

Multi-monitor support

If several monitors are attached to the Host computer and you are in
watch mode, you will always see the screen in which the Mini-panel is

located.

To switch to another screen, use the key combination [Ctrl] + [Alt] +
[S]. This will switch the mini-panel to the other screen so you can view

it.
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Functions for the Host

Application selection

The user at the Host computer can use the Application selection tray to
define which applications and elements on his screen are visible to the

Master.
The upper section lists all currently open windows. In the lower section,

you have access to general options.

* Application selection

[T Desktop ™ [-|
Microsoft Excel - key figures_Z006.., W

LN Inbos - Microsoft Cuklook, ™ =

Show all applications v

Show Metviewer control panel -

Transfer task bar and swskem -

Transfer deskbop -

Transfer neswly opened applications v

Option What the Master sees

Transfer all applications All open windows

Transfer Netviewer panel | Nonoperable, shaded-out Netviewer Control panel
on edge of screen. May cover parts of the
transferred screen, so not selected by default.

Transfer taskbar and Taskbar, start menu, and system dialogs

system

Transfer desktop Desktop including shortcuts, background image, etc.
Transfer newly opened All windows as they are opened for as long as you
applications are in Show mode.

Monitor tray

In the Monitor tray, the user on the Host computer can monitor and
control how Netviewer displays the screen at the Master.

The Host user can press the pause button to interrupt transmission and
transfer a still image to the Master.
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Functions for the Host and the
Master

Speech transmission through Voice over IP *

Netviewer provides an integrated VolP function (Voice over IP) that
makes it possible to establish a telephone connection over the Internet.

1. In the VolP tray, click on in order to transmit your microphone
signal to the session partner.

v voIP Cnlere)
I:ﬂil Wolume T 1
. Mic level T |

2. Adjust the Volume and Mic level slide controllers to control the
volume of playback and recording, respectively.

If no user is signed on to the Host computer when the remote session
starts, the VolP function will be activated by default (on).

Video transmission *

With the video function, you can transmit webcam video to the session
partner. In the Videoln and VideoOut trays you can view the Host's
video and transmit your own video to the Host.

A properly installed and connected webcam is required for video
transmission.

Of course, your video will be transmitted only with your approval.
Outside monitoring through the webcam is not possible.

As the video source, you can choose between none, a picture file (.bmp
or .jpg), or a connected video device (e.g. webcam).
The most recently used source will always be selected.

Transmitting your own video

1. Open the VideoOut tray and make sure the desired video
source is selected. Select the video source from the drop-down
menu at the lower left. Transmission of video to the session
partner is always initially deactivated.

2. Click on on.
3. Check the transmitted video and properly align the webcam if
necessary.

If you would like to interrupt transmission and transmit a still image:
e In the VideoOut tray click on the Pause button. To reactivate
transmission, click on the Activate button.
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Receiving the session partner’s video

Assuming your session partner has activated the video function, you
will see his or her video in the Videoln tray.

w Yideoln

* YideoDut

Loy - High “m

If no user is signed on to the Host computer when the remote session
starts, the video function will be activated by default on the Host side

(on).

Chat *

The chat function provides yet another means of communication
between Host and Master: Here you can exchange written messages
with each other. The chat record is always visible and traceable.

Writing a chat message to the session partner

1. Enter your text message in the lower field of the Chat tray.
2. To send the message click on Send or press Enter on your
keyboard. The message will appear above in the chat record.

If you would like to insert a line break in your chat message, press
[Alt] + [Enter].
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* Chat

Master: I'm installing the update now, Wil ;l
kake about 10 minukes,

Host : ok

=l
Send |

Copying the chat record onto the Windows clipboard

e Right-click on the chat record and select Copy chat content to
clipboard from the context menu.

Ending a remote session
Host or Master can end a remote session at any time.
On the Master’s side:

e Click on the X in the Netviewer window.

e Or close the Netviewer task in the Windows taskbar.

You will see the Exit dialog.

(% netviewer |

@ netviewer

remote admin

The session is now finished,
Duration: 0:01:07

Powered by v, netviewer, info

On the Host’s side:
e Click on the X in the Mini-panel.

The computer will be returned to the same status prior to the remote-
control session:

e A user was logged on: The remote session is exited in the
regular way and the user can continue to work as accustomed.

e The host was locked: The target PC returns to its locked
state.
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e The host was in the Windows login dialog: The target PC
returns to the locked state if the connection is interrupted.
After logging in again, you can continue to work straight away.

If you wish to log off from the Host completely, you must do this

during your remote-control session and subsequently exit the Master
program.
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Functions for the administrator

Netviewer user administration

With its User manager module, Netviewer provides true user
administration for authenticating and authorizing users. User
administration gives you the following opportunities:

e Use the login with user name and password to confirm a user’s
identity and limit his or her access to Netviewer.
e Assign differentiated rights to Netviewer users.

The user concept is applied the same with the different products. For
example, if you use both Netviewer remote admin and Netviewer
one2one in your organization, you can establish and maintain user
administration centrally.

User manager and the related Netviewer user administration must be
used in combination with the method of authentication that requires a
user name and password.

If you are interested in Netviewer User administration, please speak
with your contact at Netviewer.

Variations of User administration

Netviewer supports two different versions of User administration.

Type of user Characteristics When should I use it?

administration

Users are created and
administered directly in
Netviewer. When starting
Netviewer, the user
authenticates himself or
herself by entering a user
name and password.

Netviewer's own
user administration

Useful when you need a
simple but effective way
to administer rights for
all Netviewer users. Also
a requirement for using
the CSV billing module.

Active-directory
user administration

Existing AD user groups
can be imported from a
connected system. User
groups are administered
in Netviewer. When the
user starts Netviewer,
authentication will be
unnecessary because he
has already signed in to
the operating system by
way of single sign-on
(SSO).

Only possible if running
your own Netviewer
Enterprise Server.
Useful with a large
number of user groups
and an existing, refined
method of user
administration.
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Users, roles, and profiles

Netviewer user administration is based on the concepts of users, roles,
and profiles.

What is a user?

A user is a person (or group of people) to whom a user name and
password has been assigned for the purpose of gaining access to
Netviewer. The user also has certain rights in the various Netviewer
programs.

The user can be used by several people, even simultaneously.
Therefore, if several people have the same requirements, you can
merge them into a single user.

What is a role?

A role corresponds to a right in Netviewer. In User manager, you
assign roles and therefore rights to a user. An example is the ability to
access the User manager. A user may have several roles and a role
may be assigned to a variety of users.

In many cases, a combination of roles will be useful.

What is a profile?

A profile contains an individual configuration of various session
settings. You administer profiles in Profile manager. For profiles to
affect user administration, in the Profile manager you must enable
profiles for users.

Since profiles affect only session settings, they are relevant only for
users who have authorization to start a Netviewer session.

The User manager

The User manager offers you the following functions:

e You can provide users with a variety of rights and thereby
control how they access Netviewer.

e You can create, edit, and delete users at any time.

e If desired, you can transfer the user group configuration from
an active directory and thereby benefit from using your
existing infrastructure and single sign-on (SSO). Active
directory connection only with Netviewer Enterprise Server.

Opening User manager

e In the start dialog, click on User manager.

User manager interface

Previously created users (or user groups) are visible in the left area of
the User manager. In the right section you can assign the desired rolls
to the users selected in the last section of the window.
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(% netviewer | User manager

User names
a ABC internal

Albert:

Roles

Assign rales to the users here, Roles are used ko grant rights to users in Netviewer,

a Bank. &
-
4 BarkB — Administration
~
4 Een [+ Admin Manage users and assign roles with the User manager
o
4 Christian [+ Profile manager Manage and assign user profiles with the Profile manager
n .
& nvadmin [~ session planner Organise Metviewer sessions with the Session planner
[~ Session coordinator  View all users' planned sessions
[~ Metviewer oneZone
[~ Cansultant Start oneZone sessions
[T Participant Participate in oneZone sessions
[~ Metviewer onezmeet
[~ Maoderatar Start oneZmeet sessions
[~ Participant Participate in oneZmest sessions
[ Metviewet remote
v Admin Adrninistration of Computer management
[ Master Conduct remote sessions
[~ Host Installfstart the remote-access host
Mew Delete LI
Close
Role Authorization

Administration

Admin

The user receives access to the User manager, where he
can create, edit, and delete users and assign roles.

Profile manager

The user receives access to the Profile manager, where he
can create, edit, and delete profiles and assign these to
users.

Session planner

The user receives access to the Session planner, where he
can plan sessions by specifying date and time and profiles
that will be used, among other things, and send e-mail
invitations to the participant(s).

Session
coordinator

The user receives access to all users' session
appointments.

Netviewer one2one

Consultant The user is authorized to start a session with the
Netviewer one2one consultant program.
Participant The user is authorized to take part in a session with the

Netviewer one2one participant program. By default the
role for each user is activated and grayed out because the
participant program does not require authentication.

Netviewer one2meet

Moderator The user is authorized to start a session with the
Netviewer one2meet moderator program.
Participant The user is authorized to take part in a session with the

Netviewer one2meet participant program. By default the
role for each user is activated and grayed out because the
participant program does not require authentication.

Netviewer remote

Admin The user receives write access to the computer
administration and can create, edit, and delete host
computers.

Master The user is authorized to perform a remote session on

another computer (host).
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Host The user is authorized to install and start the remote host
program. Login data must be entered during installation or
when starting the Host program.

Using Netviewer's own user administration

Creating a new user

1. In the User manager, click on New.
2. In the New user dialog specify the login information for the
new user (User name and Password).

l:-f. netviewer | New user

Uset narme:

I.ﬁ.ll:uert

Passward:

I********

Confirm password;

I********

Ik I Zancel

3. Click on OK to confirm your entries. The user now appears in
the list of users at the left.

ﬂ ABC internal

ﬂ Bank &

»

On the right side, click on the roles that the user should have.
5. Click on Save in order to save the role assignments to the new
user.

Editing a user

e To edit role assignment, select the user you wish to edit and
change that user's role assignments.

1. To change a user's password right-click on the user and select
Change password in the context menu.
2. In the dialog enter the old and new password.

Change password

py
Bank &
& Ban Celete Skrg+EntF

& BarkE

NETVIEWER REMOTE ADMIN 42

Mew

Save |



(% netviewer | Albert

Current password:

I********

Mew password:

I*******

Confirm new password:

I*******

[ o |

Deleting a user

1. Select the user from the user list.
2. Click on Delete and acknowledge the subsequent query.

The first user is already created when Netviewer is delivered. The user
has the Admin role and therefore has access to the User manager in
order to create additional users.

When deleting users, be aware that the last user in the User manager
to have the Admin role cannot be deleted.

Importing user administration from an active directory

It is possible to transfer user groups from an active directory (AD) and
use single sign-on only when you use Netviewer in combination with
the Netviewer Enterprise Server.

Importing a new user group

1. In the User manager, click on New.

2. In the subsequent dialog select the desired user group from
the Available active directory groups menu.

3. Click on OK to confirm your entries. The user group now
appears at the left in the list of user groups.

4. On the right side, click on the roles that the user group should
have.

5. Click on Save in order to save the role assignments to the new
user group.

Editing a user group

e To edit role assignment, select the user group you wish to edit
and change that user group's role assignments.

Removing a user group

1. Select the user group in the list.
2. Click on Remove and acknowledge the subsequent query.
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The AD connection is based on the importation of user groups from the
active directory. User groups that you do not import have no rights of
any kind in Netviewer.

Profile Manager

Profile manager is a separate module that only authorized users can
access. Profile manager fulfills the following functions:

e Assign Hosts to Master user: You can define in a profile the
Host users that a Master user can access. This makes the
Profile manager an integral part of user administration in
Netviewer.

e Configure the range of functions of Host and Master programs:
Through a profile you can reveal or hide individual trays of the
control panel and thereby adapt the scope of Netviewer's
functions to the user’s needs.

If a Master has access to an individual profile, in the start dialog he will
see the button Start session with (...) profile.

Opening Profile manager

e Click on Profile manager in the start dialog.

Profile manager interface

On the left side in the Profile manager you will see the list of created
profiles. On the right side of the Profile manager you can set the
settings for the profile selected at the left. Refer to the following pages
for more information about the settings.

(% netviewer | Profile manager

Profiles
[€, 3tandard profile
] externa

Profile name: external

@intemal Users | Functions |
Here you dan define which Hosts each Master-program user can conduct remote sessions with,
[ Access rights
 Masker ————— [~ Host
I~ select al I~ selsct al
[ ABC internal (] ABC internal
Albert [ Albert
[ Bark & Bank &
[ Bank B Bark B
Ben []Ben
[ Christian [ Christian
[ nvadmin [ nvadrmin
Mew Delete Save as... | Save |
Close
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User tab

In the User tab you define which Master users may use the profile and
which Hosts they have access to. A newly created profile is available
for all users by default.

1. Select the desired profile at the left.

2. In the Master area, select which users of the Master program
may use the profile.

3. In the Host area select the Hosts with which the selected
Masters may start a remote session.

In this way, you can use the profile to control the Masters’ access to
the available Host computers.

Users Functions I

Here vou dan define which Hosts each Master-program user can conduck remote sessions with,

— Access rights
— Master — Haost

[~ Select all [ Select &l
[] ABC internal [ ABC internal
Albert [ Albert
[ Bank & Bank f
[ BankB Bank B
Ben [ Ben
[ christian [ cChistian
[ rvadmin [ nvadmin

Scenario example

Company ABC, Inc. employs three administrators: Albert is Director of
IT Administration, Ben is an administrator, and Christian is a trainee.
The IT administration department is responsible for administering the
internal network and computers used by ABC employees. In addition,
ABC offers network administration services to outside companies. Two
of their customers are bank A and bank B.
ABC would now like to use Netviewer user administration to limit which
administrators can use Netviewer remote to access specific Host
computers.
e Albert must have access to all Host computers.
e Ben should have access to external Host computers only, but
not to ABC's internal computers.
e Christian should have access only to ABC's internal Host
computers.
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First the following users must be created:

e Albert, Bertram, Christian each with the role of "Master". When
starting the Master program the users must authenticate
themselves with their user names and passwords.

e ABC internal, bank A, bank B each with the role of “Host”.
During installation of the Host program the user’s user name
and password must be entered.

Then two profiles are created with profile names “internal” and
“external”.

Then the users of the Master and Host programs are linked through the
profiles. The following two images show how the above-mentioned
authorization is implemented:

Profile “external”:

— Access rights
— Master — Host
[~ Select al [ Select &l
[ ABC internal [ ABC internal
Albert [ Albert
[JBank & Eank &
[JBankE Eank B
Een [1Ben
[ hristian [] hristian
[ rvadrin [ rvadrmin
Profile “internal”:
— Access rights
— Master — Host
[~ Select al [ Select &l
[ ABC internal ABC internal
Albert [ Albert
[JBank & [ Bank &
[JBankE [ BankE
[]Een [1Ben
Christian [] hristian
[ rvadrin [ rvadrmin
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Functions tab - hiding trays

Sometimes it can be useful to hide trays in the Netviewer Control panel
in order to keep the interface well organized or minimize distractions.
Some trays provide communication between Host and Master and are
therefore always revealed or hidden together, such as Chat.

Other trays serve only one function for the local user, such as
Favorites. The Host and the Master can deactivate these
independently.

Users Functions

Here vou can determine which Functions are available to the Master and the Host during a session,

[ Zommunication
¥ walP Audio conferencing via Yoice-over-IP
v Yideo ‘Widen conferencing wia web cam or kransfer of a still pickure
v Chat Exrchanging text messages
[v “Whitebaard Laserpointer and drawing bools
— Master Hiost
v Monitor [v Monitor
[v System information

Administering profiles

Creating a new profile

1. Click on Profile manager in the start dialog.

2. Click on New.

3. Enter a designation for the new profile.

4. Edit the profile on the Functions, Settings, Transfer, and Users
tabs.

5. Click on Save.

Editing an existing profile

1. Select the profile that you would like to alter.

2. Edit the profile on the Functions, Settings, Transfer, and Users
tabs.

3. Click on Save to save it under the current name, or click on
Save as to save the altered profile under a new name.
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Additional modules

Recording function *

The recording function makes it possible to retrace Netviewer sessions.
Everything from the session, including video and voice (when using
VolP), is kept in the recording.

The recording is in the .nvl file format, a proprietary format of
Netviewer GmbH. The file can be neither edited nor changed, which
makes the recording suitable for auditing purposes.

To play the file you must use Netviewer NetPlayer, which contains the
common functions of a media player.

If you are interested in the recording function, please speak with your
contact at Netviewer.

Once the recording function is activated, Netviewer will generate an
.nvl file for every session. When ordering the function from Netviewer
GmbH you can specify where the file will be stored and whether
recording is optional or mandatory.

Netviewer NetPlayer

Use NetPlayer to open an .nvl file. Here you have access to the
following functions:

> Play the session recording.

1] Pause the playback.

1 16% » Increase (up to 16 times normal speed) or decrease (down to
1/16 the original speed) playback speed of the session
recording.

Copies the current recording image to the Windows clipboard.
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CSV billing module *

The CSV billing module offers an easy way to analyze sessions and
generate bills. This tool can generate bills for all clients within a certain
time period at the push of a button, including an itemized call listing.
You can also graphically visualize and evaluate existing session data.
Session logging in a CSV file is required to use the CSV billing module.

CSV log file

In addition to the text file which Netviewer always generates in the
default setting, Netviewer GmbH can also activate for you the CSV log
file. The CSV log file contains the same information as the text log file
and is better suited for additional processing, such as with the
Netviewer CSV billing module.

If you are interested in the CSV billing module and the CSV log file,
please speak with your contact at Netviewer.
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Glossary

Active Directory (AD)

Directory service from Microsoft Windows 2000/2003 Server, which assigns
properties to and administers various network objects such as users and
computers. User manager from Netviewer enables usage of AD groups and
thereby single sign-on (SSO).

Application selection
Tray in the control panel of the Host which enables detailed selection of the
applications and screen elements that are transferred to the Master.

Autoscroll
Function that enables convenient viewing of the Host's screen. Instead of using
scroll bars, simply move your mouse in the Netviewer window.

Clip
Grip for extending and retracting the Netviewer control panel in watch mode.

Control panel
Extendable and retractable Netviewer program panel on the Master and Host
side that provides access to various Netviewer functions through the trays.

CSV billing module
Module available in combination with user administration for Netviewer software
which evaluates session data and facilitates billing of Netviewer sessions.

Desktop sharing
Transfer of one computer’'s screen contents to another, distantly located
computer.

Drag & drop

Drag objects (such as files) across the screen by holding down the left mouse
button and allow the object to drop in a new location by releasing the mouse
button.

Host

The computer on which the Netviewer remote Host program is installed as a
Windows system service. The Host can be remotely accessed by a computer
running the remote Master program.

NetPlayer
Application available in combination with the recording function; used to replay
session recordings in the *.nvl file format.

Netviewer window
The red-bordered window in which the Master sees the Host’s screen content.

NVL

Proprietary file format of the session recordings which is generated during a
session when the recording function is activated. Can be replayed only in
Netviewer NetPlayer.

Mini-panel

Central component of the Netviewer program interface which makes the basis
functions and most important indicators visible and accessible at all times.
Clicking on the Mini-panel extends and retracts the control panel.

NETVIEWER REMOTE ADMIN 50



Monitor

Tray in the Host's control panel which shows a small version of how the Master
views the transferred screen. The transfer mode can be selected through the
context menu.

Password

Password with which the Master must authenticate himself when starting the
Master program. The password must be entered during installation of the
remote Host.

Profile

The profile is used to define which users of the Master program may access
certain Host users. Various functions in the control panel can be revealed and
hidden in order to adapt Netviewer remote to individual requirements. Profiles
are defined in the Profile manager.

Profile manager

Additional module for creating and administering profiles. When the Netviewer
user has the proper authorization, a link to the Profile manager will be available
on the start screen.

Quality corner
Indicator (green, striped, or gray circle) in the Netviewer window frame which
shows the progress of the screen transfer.

Recording function
Additional functionality that enables recording of sessions in the .nvl file format.
Session recordings can be replayed with Netviewer NetPlayer.

Remote control
The Master receives the right to remotely control all of the Host's visible
applications (besides the Netviewer control panel) by making mouse and
keyboard entries.

Role

Netviewer user administration concept through which the Netviewer
administrator can grant users certain rights in Netviewer. Roles are assigned to
users in User manager.

Session
Netviewer remote session that the Master establishes with the Host computer.
Also a tray in the control panel with centralized information about the session.

Single sign-on

System whereby a user must sign on to a system only once to gain access to all
programs he is entitled to use. Netviewer enables single sign-on through AD
connection.

Start dialog
Program interface on the Master's side before a session starts. From here he
can start remote sessions or open the Profile manager and the User manager.

Task bar

Bar at the lower edge of the desktop which provides access to the program
selection menu, displays icons of currently running programs, and displays the
date and time.
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Transfer mode

Mode selectable through the monitor's context menu with which a user can
determine the image quality and transfer speed with whichthe Host’s screen will
be transferred to the Master.

Tray

An extendable and retractable section of the control panel that provides access
to a single Netviewer function (such as video transmission or file transfer).
Some trays can be revealed or hidden through the Profile manager.

User manager

Additional module that enables centralized user administration for all licensed
Netviewer programs (one2one, one2meet, remote) when using the user name
and password method of authentication. When operating your own Netviewer
Enterprise Server you can use user groups from an active directory.

User name

User name for authenticating the Master when starting the Master program. The
user name (and password) must be entered during installation of the remote
Host. Can also be used for billing purposes when using the CSV billing module.

VolP
Tray in control panel for activating and regulating speech transmission via voice
over IP.

Watch mode
The mode in which a session participant can view his partner’s screen. By
default the participant starts in watch mode and sees the consultant's screen.

Zoom

Function for reducing the size of the Host's screen contents in the Netviewer
window in watch mode so the Master can see everything on the Host’'s screen.
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Contact

Netviewer
Head Office
Deutschland

Netviewer GmbH

Erzberger Strale 117
76133 Karlsruhe

Tel.: +49 (0) 721/354499-0
Fax: +49 (0) 721/354499-300

www.netviewer.de
info@netviewer.de

Schweiz

Netviewer Schweiz AG

Zurcherstrale 59
8800 Thalwil

Tel.: +41 (0) 44 722 80 00
Fax: +41 (0) 44 722 80 01

www.netviewer.ch
info@netviewer.ch

Osterreich

Netviewer GmbH
Vertriebsbiiro Osterreich

Abelstralle 6
4082 Aschach an der Donau

Tel.: +43 (0) 7273/60380-0
Fax: +43 (0) 7273/60380-20

www.netviewer.at
info@netviewer.at
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Support

support@netviewer.de
Tel.: +49 (0) 721/354499-999

France United Kingdom
Netviewer France Netviewer UK Ltd.

6, rue Antonin Raynaud No. 1 Farnham Road
92300 Levallois-Perret Guildford, Surrey, GU2 4RG

Tél.: +33 (0) 1 41 49 07 95 Phone: +44 (0) 1483 549020
Fax: +33 (0) 1 41 49 08 00 Fax: +44 (0) 1483 549100

www.netviewer.fr www.netviewer.co.uk
info@netviewer.fr info@netviewer.co.uk
USA International websites

and email addresses
Netviewer Corp.

English
www.netviewer.net
96 Hobart Street info@netviewer.net
Hackensack, NJ 07601
Espafiol
Phone: +1 866 297 3710 www.netviewer-es.com

info@netviewer-es.com

www.netviewer.com Italiano
info@netviewer.com www.netviewer.it
info@netviewer.it

Benelux

www.netviewer-benelux.com
info@netviewer-benelux.com
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Copyrights and brands

© 2006 Netviewer GmbH. All rights reserved.

Operating instructions, manuals, and software are copyright protected. Copying,
reproduction, translation, or conversion to any type of electronic media or
machine readable form in entirety or parts without previous written approval of
Netviewer GmbH is not permitted. All additional rights to the software are
defined in the license agreements and General Terms and Conditions.

The Netviewer logo is a registered trademark of Netviewer GmbH. ldentical or
similar usage of the logo in commercial transactions without approval of
Netviewer can lead to cease-and-desist and damage compensation claims.
Rights to other brands and product names mentioned in this manual lie with
their owners and are hereby acknowledged. Mentioning of products that do not
come from Netviewer GmbH serves informational purposes only and does not
constitute a promotion. Netviewer GmbH assumes no liability for the selection,
performance, or usability of these products.

Exclusion of liability

Any claims against Netviewer GmbH related to hardware or software products
mentioned in this manual are exclusively in accordance with the stipulations of
the license agreements and General Terms and Conditions. Any additional
claims are excluded; in particular, Netviewer GmbH assumes no liability for the
correctness of the contents of this manual.

www.netviewer.com

December 2006
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